


ADULT LANGUAGE





TONIGHT IS A 

COMBINATION OF…..



G

e

e

k

i

e

r

https://www.komando.com/
https://www.pcmag.com/categories/security
https://www.zdnet.com/topic/security/
https://krebsonsecurity.com/
https://arstechnica.com/
https://www.techrepublic.com/
https://www.cnet.com/




https://www.pcmag.com/categories/security






https://www.zdnet.com/article/what-is-phishing-how-to-protect-yourself-from-scam-emails-and-more/
https://www.zdnet.com/article/ransomware-warning-now-attacks-are-stealing-data-as-well-as-encrypting-it/


https://www.zdnet.com/article/cybersecurity-how-to-get-your-software-patching-strategy-right-and-keep-the-hackers-at-bay/
https://www.zdnet.com/article/better-than-the-best-password-how-to-use-2fa-to-improve-your-security/












SPECIFY YEAR and/or

narrow down your search by 

selecting TOOLS

And change “Any time” to 

whatever tickles your fancy!

I generally DO NOT CARE about 

(insert topic here) articles from 

years/decades ago!







































A researcher said he discovered an open data cache with names, grades, 
birthdates and more, after the Clark County School District refused to pay 
the ransom.







PORT 3389





















Not ALL  firewalls can do 

this (GEO-IP BLOCK)…



CHANGED DEFAULT 

USER & PW!!!













KEY!!



















My Laptop screen and the toolbar on the bottom….





















KEY!!





https://www.youtube.com/watch?v=PRbnTNL4UAM










RENAME to shutdown.bat





























KEY!!





http://www.techrepublic.com/article/world-backup-day-best-practices-to-backup-your-data/
http://www.mcfarlanes.net/


https://www.cnet.com/news/petya-goldeneye-wannacry-ransomware-global-epidemic-just-started/
http://www.zdnet.com/article/weathering-hurricane-matthew-public-utilities-can-learn-from-cloud-computing/






I’m ALSO copying from my laptop hard drive(s)  (D, P)  to an external drive –

DAILY!

My laptop is backed up both at HOME and at OFFICE to external drives

External drives then turned OFF (WHY???)

















https://pentest-tools.com/home








TEST
-COMMON PORTS

-ALL SERVICE PORTS

-CUSTOM PORTS (3389)

PORT 3389= RDP 

(Remote Desktop Protocol)

=  #2 way of  getting 

Ransomware











#2 way to get Ransomware is RDP (port 3389)





























https://www.ultratools.com/tools/ipWhoisLookup




mailto:mark@benavides.org

